
HIPAA PrivacyHIPAA Privacy 



What is HIPAA?

Health Insurance Portability and y
Accountability Act was passed by 

U S Congress in 1996U.S. Congress in 1996. 

It has many subparts, including the 
HIPAA Privacy Rule, which will beHIPAA Privacy Rule, which will be 

discussed in detail in this 
t tipresentation.



Purpose of HIPAA PrivacyPurpose of HIPAA Privacy

Th f th P i R l i t t t• The purpose of the Privacy Rule is to protect 
and enhance the rights of consumers by 
providing them:providing them:
– access to their health information
– control of the inappropriate use of that pp p

information
• The Rule’s goal is to maintain the trust in the 

h l h d i h lihealth care system and improve the quality, 
efficiency and effectiveness of health care 
deliverydelivery.



Purpose of HIPAA PrivacyPurpose of HIPAA Privacy

• The Privacy Rule promotes the balance of:
use of individual’s health care information to– use of individual s health care information to 
advance economically prudent health care 
while protecting the privacy of the individual– while protecting the privacy of the individual 
seeking medical care and treatment.



HIPAA Mandates:HIPAA Mandates:

• Privacy and confidentiality 
standards for patient informationstandards for patient information

• Security for electronic data
• Standardized transactions and 

code setscode sets



HIPAA Provides for the following:HIPAA Provides for the following:

I l i f d i i i h i l d• Implementation of administrative, technical, and 
physical safeguards to ensure privacy of patient 
Protected Health Information (PHI)

• Policies and procedures for the protection of 
health information and individual patient rights

• Mandatory faculty, staff, resident and studentMandatory faculty, staff, resident and student 
education on privacy policies and practices

• Complaint process that accepts, records, and 
investigates patient complaints about the entity'sinvestigates patient complaints about the entity s 
privacy practices

• Designation of a Privacy Official



Training Methods Offered at 
LSUHSC NOLSUHSC-NO

• Online Training• Online Training
• Presentation/Classroom training

I f i l k (S lf S d ) f• Informational packets (Self-Study) for 
users who do not have network 

taccounts



Who is Covered Under HIPAA?Who is Covered Under HIPAA?

– LSUHSC-N.O., as a healthcare 
provider is a “covered entity” underprovider, is a covered entity  under 
HIPAA.

– This means that LSUHSC-N.O. 
t bid b th i t fmust abide by the requirements of 

the Privacy Rule.



Important 
HIPAA Privacy Terms:

• Protected Health Information (PHI)
• Use
• Disclosure
• “Minimum necessary” standard
• Treatment payment and operations• Treatment, payment, and operations 

(TPO)
N ti f P i P ti (NPP)• Notice of Privacy Practices (NPP)



Protected Health Information 
(PHI)(PHI)

• Protected Health Information (PHI) isProtected Health Information (PHI) is 
comprised of two elements:

• Information related to the patient andp
• Information related to the patient’s health care or 

payment

– Ex. Patient’s name and health diagnosis



Use and DisclosureUse and Disclosure
• USE: means the sharing, utilization, or g, ,

examination of PHI within or by employees of 
LSUHSC-N.O.

Ex: Two healthcare providers discussing a– Ex: Two healthcare providers discussing a 
patient’s condition to develop a treatment plan.

• DISCLOSURE: means the release, transfer, 
or provision of access to PHI outside 
LSUHSC N OLSUHSC-N.O.
– Ex: Disclosure of treatment information to a 

health insurance provider to obtain payment. 



Minimum Necessary y

Wh l i PHI l th “ i i• When releasing PHI,  only the “minimum 
necessary” to accomplish the purpose of 
th t b l dthe request may be released.

• However, minimum necessary does not 
apply to treatment purposes.pp y p p



Treatment, Payment, and 

• PHI may be disclosed for Treatment

Operations
PHI may be disclosed for Treatment, 
Payment and Operations without a patient 
signing a HIPAA authorization form.

– Treatment is the provision of health care, including 
consultation with others involved in a patient’s 
care
• “Minimum Necessary” does not apply

– Payment includes activities related to obtaining 
payment for health care

“Mi i N ” d l• “Minimum Necessary” does apply 
– Operations means the business operations of 

health care providers, including clinical education 
• “Minimum Necessary” does apply• Minimum Necessary  does apply



Initial Patient Encounter
• When a patient first visits an LSUHSC-N.O. clinic, the 

patient should receive a copy of LSUHSC-N O ’s Notice ofpatient should receive a copy of LSUHSC N.O. s Notice of 
Privacy Practices (NPP). 
http://www.lsuhsc.edu/no/administration/cm/cm-
53/ df/Att h tA N ti fP i P ti df53/pdf/AttachmentA-NoticeofPrivacyPractices.pdf 

• The patient should sign the form acknowledging receipt ofThe patient should sign the form acknowledging receipt of 
the NPP. http://www.lsuhsc.edu/no/administration/cm/cm-
53/pdf/AttachmentB-NoticeofPrivacyPractices.pdf The NPP 

t l b t d t th l ti ( i th ti tmust also be posted at the location (e.g. in the patient 
waiting room) and on the location’s website. (Contact the 
Office of Compliance Programs for NPP posters)



Notice of Privacy Practices Acknowledgement Form



Notice of Privacy Practicesy

Describes:
– the institution’s policies and 

practices regarding patientpractices regarding patient 
protected health care information 
distribution anddistribution and

– the rights patients have with regard 
to their protected health careto their protected health care 
information.



Patient’s Rights

• To inspect and copy their PHI
• To request an amendment to their PHI
• To receive confidential communications 

at an alternative address or phone
• To request restrictions on certain uses 

and disclosuresand disclosures
• To request an accounting of disclosures 

of their PHIof their PHI
• To opt-out of a facility directory
• To make a complaint about suspectedTo make a complaint about suspected 

privacy breach



Requesting a Copy of PHI: 
I di id l’ UIndividual’s Use

• When a patient requests a copy 
of his or her PHI for him orof his or her PHI for him or 
herself, a patient should fill out:
– Patient’s Request to Access and 

Obtain Copies of their Protected 
Health Information Form. 



Where can I find the Patient’s Request to 
Access or Obtain Copies of PHI?

Go to:
http://www.lsuhsc.edu/no/administration/cm/cm‐53/

Select letter “J” (Patient's Right of Access to 
Obtain a Copy of their Protected Health 
Information and Select Attachment A)





Requesting a Copy of PHI—Requesting a Copy of PHI
Disclosure to Third Party

• When a patient requests a copy of his 
or her PHI to be disclosed to a thirdor her PHI to be disclosed to a third 
party, a HIPAA authorization form must 
be used except in certainbe used except in certain 
circumstances.
– A HIPAA Authorization is a form signed by– A HIPAA Authorization is a form, signed by 

patient, which is required for disclosure of 
PHI to entities outside LSUHSC-N.O.



Disclosures without an 
A h i iAuthorization

• Common disclosures of PHI allowedCommon disclosures of PHI allowed 
without a HIPAA authorization form are:
– to the individual and
– for Treatment, Payment, and Operations
– Quality, safety, or effectiveness of a product or y y p

activity regulated by the FDA
– Examples of purposes or activities for which such disclosures 

may be made include, but are not limited to:y ,
– Collecting and reporting adverse events (or similar activities regarding food or dietary 

supplements), product defects or problems (including problems with the use or labeling of a 
product) or biological product deviations

– Tracking FDA-regulated products
– Enabling product recalls, repairs, or replacement or for lookback (including locating and 

notifying persons who have received products that have been withdrawn, recalled, or are 
subject of lookback.)

– Conducting post-marketing surveillance In almost all other cases, a HIPAA compliant 
authorization form must be used.



AuthorizationsAuthorizations

• Unless there is an HIPAA exception to theUnless there is an HIPAA exception to the 
authorization requirement, a HIPAA 
compliant authorization form must becompliant authorization form must be 
obtained from the patient to disclose 
patient informationpatient information.



Where can I find a HIPAA 
compliant authorization form?

Go to:
http://www.lsuhsc.edu/no/administration/cm/cm-53/ 

Select letter “T” (Patient Information 
Policy: Use or Disclosure of Protected 
Health Information That Require an 
I di id l' W itt A th i ti dIndividual's Written Authorization and 
Select Attachment B) 





Where can I find information on 
h th th i ti iwhether an authorization is 

required?
• Go to: 

http://www lsuhsc edu/no/administration/cm/cm 53/http://www.lsuhsc.edu/no/administration/cm/cm‐53/ ,
• Select letter “T” (Patient Information 

P li U Di l f P t t dPolicy: Use or Disclosure of Protected 
Health Information That Require an 
Indi id al's Written A thori ation andIndividual's Written Authorization and 
Select Attachment A.



Accounting for DisclosuresAccounting for Disclosures
• A patient has the right to receive anA patient has the right to receive an 

accounting of the  certain types of disclosures 
of Protected Health Information made by 
LSUHSC N O f i (6) iLSUHSC-N.O. for up to six (6) years prior to 
the date on which the accounting is 
requestedrequested. 

• Please see the LSUHSC-N.O. CM-53: 
Accounting of Disclosures Policy for thoseAccounting of Disclosures Policy for those 
disclosures that do not have to be accounted 
for.



Amending or Restricting PHIAmending or Restricting PHI

• If a patient requests an amendment orIf a patient requests an amendment or 
restriction of the PHI contained in the 
medical record the healthcare providermedical record, the healthcare provider 
must reference the corresponding HIPAA 
policy contained in CM-53 and contact thepolicy contained in CM 53 and contact the 
LSUHSC-N.O. Privacy Officer.



Where Can I find The Privacy PoliciesWhere Can I find The Privacy Policies 
and Procedures?

• The HIPAA Privacy Policies andThe HIPAA Privacy Policies and 
Procedures are contained in Chancellor’s 
Memorandum 53 available at:
http://www.lsuhsc.edu/no/administration/cm/cm‐53/



How Does HIPAA Privacy Affect y
Providers?



LSUHSC-NO providers and p
HIPAA

• LSUHSC-N.O. has a commitment to the 
privacy of the patient’s health p y p
information, in both medical and billing 
records.  

• The privacy policies and procedures 
affect the tasks a provider performs, 
i l di f h i l i fincluding aspects of physical security of 
PHI and the minimum necessary 
standardstandard.



Protecting a Patient’s PrivacyProtecting a Patient s Privacy

• Treat all information as if it were about youTreat all information as if it were about you 
or your family

• Do not discuss confidential patient• Do not discuss confidential patient 
information in elevators, hallways, 
cafeteria restrooms or other publiccafeteria, restrooms, or other public 
places, etc.
Sh d d t d di k ith PHI• Shred documents and disks with PHI 
before discarding



Protecting a Patient’s Privacy 
( )(cont.)

• Do not discuss patient information with 
your family, friends, or people in your 
facility who are not directly involved in 
the patient's treatment, payment, or 
operationsoperations

• Do not leave charts, schedules, or open 
documents on computer screens thatdocuments on computer screens that 
may contain patient information in plain 
viewview



Protecting a Patient’s Privacy 
( )(cont.)

• Access only the information you areAccess only the information you are 
officially authorized to access

• Do not share your passwords with• Do not share your passwords with 
anyone
Set an idle time out or log off on your• Set an idle time out or log off on your 
computer



Protecting a Patient’s Privacy 
( )(cont.)

• Do not allow unauthorized visitors or patients in• Do not allow unauthorized visitors or patients in 
staff areas, dictating rooms, chart storage areas, 
etc.

• Conduct  telephone conversations or dictation 
regarding confidential patient information in a 
discreet mannerdiscreet manner

• To view the privacy policy on Patient Safeguards, 
go to CM 53, Policy F: 
http://www.lsuhsc.edu/no/administration/cm/cm-
53/AdministrativeSafeguards1.aspx53/AdministrativeSafeguards1.aspx



Use of Social MediaUse of Social Media

• LSUHSC‐NO recognizes that social networkingLSUHSC NO recognizes that social networking 
websites and applications (e.g. Facebook, 
Twitter and YouTube) are an important andTwitter, and YouTube) are an important and 
timely means of communication.

• However, LSUHSC‐NO faculty, staff, residents, 
d d h h b i dand students, who use these websites and 

applications, must be aware of the critical 
i f i i i f iimportance of protecting patient information. 



Use of Social Media (cont.)Use of Social Media (cont.)

• Posting information regarding individualPosting  information regarding individual 
patients is strictly prohibited.
– Care must be exercised when posting information– Care must be exercised when posting information 
for educational purposes to ensure that any 
information posted combined with other readily p y
available information (e.g. address, telephone 
number, etc.) will not result in the identification of 
the patient. 



Use of Social Media (cont.)Use of Social Media (cont.)

– Removal of the individual’s name DOES NOT byRemoval of the individual s name DOES NOT by 
itself constitute proper de‐identification of 
protected health information.

– Inclusion of data, such as age, gender, race, 
diagnosis, date of evaluation, type of treatment, 
use of highly specific medical photograph 
(including before and after photographs and/or 
tattoos) may still allow the identification of thetattoos) may still allow the identification of the 
individual. 



Privacy ComplaintsPrivacy Complaints

• If anyone suspects or knows of 
mishandling or misuse of patient 
PHI l i t b d tPHI, a complaint can be made to:
– The LSUHSC-N.O. Privacy Officer

Th Offi f C li– The Office of Compliance 
Programs

– The Office of Civil Rights of– The Office of Civil Rights of 
Department Health and Human 
Services



Role of the Privacy Officer

• Responds to HIPAA privacy complaints
• Implements privacy policies andImplements privacy policies and 

procedures
• Conducts educational programsConducts educational programs
• Reviews LSUHSC-N.O.’s privacy 

programp g
• Is available to answer any privacy 

questions or concerns.



Reporting a HIPAA violation

• Contact the LSUHSC-N.O. Privacy OfficerContact the LSUHSC N.O. Privacy Officer 
or the Office of Compliance Programs by:

– Telephone at:
• Office: (504) 568-2350 ( )
• Confidential reporting hotline:

– (504) 568-2347, or

– E-mail at: 
• nocompliancehotline@lsuhsc edunocompliancehotline@lsuhsc.edu



Penalties for HIPAA violationsPenalties for HIPAA violations
 There is a tiered system for assessing theThere is a tiered system for assessing the   
level and penalty of each violation:
Tier A‐violations that are accidental not 
intentional‐fines of $100 per violation up to 
$25,000 for violations of an identical type per 
calendar yearcalendar year.
Tier B‐violations due to reasonable cause and 
not willful neglect‐ fines of $1000 per violationnot willful neglect fines of  $1000 per violation 
up to $50,000 for violations of an identical type 
per calendar year.



Penalties for HIPAA violations 
( )(cont.)

Tier C‐ violations that the hospital corrected, but 
were due to willful neglect of the 
policies/procedures fines $10 000 per violation uppolicies/procedures‐fines $10,000 per violation up 
to $250,000 for violations of an identical type per 
calendar year.ca e da yea
Tier D‐ violations due to willful neglect that the 
hospital did not correct‐fines $50,000 per p , p
violation up to $1.5 million for violations of an 
identical type per calendar year.



Additional PenaltiesAdditional Penalties

• Individuals and health care providersIndividuals and health care providers 
(hospitals, etc.) can also face civil and criminal 
prosecution depending on the facts of theprosecution, depending on the facts of the 
case.



Questions? 
W A H t H l !We Are Here to Help!

Office of Compliance Programsp g
433 Bolivar St.

Suite 807Suite 807
New Orleans, LA. 70112

568‐2350


